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Confidentiality is a big concern for everyone who works with victims
of crime. Many victims are afraid to report crimes because they are
concerned that family members and friends may learn about their
victimization.
Some crimes, such as rape, can be especially
embarrassing to a victim who may believe that she or he will be blamed
for what happened to them. It is very important that people who have
been a crime victim feel comfortable that they can receive services in a
confidential manner. These concerns are especially important in small
reservation communities where everyone knows everyone else.
There are many times when confidentiality issues come into play,
when law enforcement is called to the crime; when a report is filed; when
a Victim Assistance provider (Victim Advocate, Rape Counselor, Child
Advocate, Domestic Violence Shelter Advocate) becomes involved;
when a multidisciplinary team (Child Protection Team, Family Violence
Task Force, etc.) is part of the case; and, when numerous agencies
participate in the case (e.g., Indian Health Service, Bureau of Indian
Affairs, Federal Bureau of Investigation, U.S. Attorney's Office, District
Attorney's Office, tribal or county Child Protective Services, etc.). With
so many people and agencies involved in cases, it is easy to understand
how a victim would be concerned about keeping their victimization
confidential.
If a case goes to trial, victims may be concerned that the details of a
crime, including sexual assault, will be open for the public to hear. In
cases involving child victims, state and federal laws protect the child.
Tribal courts may also have rules or policies allowing the courtroom to be
closed and/or limiting the amount of information that could identify the
victim.
What is Confidentiality?
Simply defined, confidentiality means not telling information which is
supposed to be kept secret. There are more formal definitions, including
legal definitions which are part of federal state, and tribal laws.
The Youth Law Center (Soler, Shotten, & Bell, 1993) has listed 10
interests of children and families in privacy:
1) the right to be left alone;
2) avoiding embarrassment and humiliation;
3) avoiding exposure of inflammatory information;
4) protecting personal security;
5) protecting family security;
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6)
7)
8)
9)
10)

protecting job security;
avoiding prejudice or differential treatment;
preventing denial of discretionary services;
encouraging adolescents to seek medical care; and,
reestablishing privacy boundaries for children.

Victim service providers are particularly concerned with avoiding
embarrassment and humiliation (not disclosing that someone was a
victim of rape), protecting personal security (not disclosing the location of
a woman who is being stalked by her husband), and reestablishing
privacy boundaries for children (child abuse victims need to feel in
control of their lives as much as possible).
One of the most important things to remember about confidentiality
is that the "privilege" belongs to the client. That is, the client has the right
to tell people information, but those who are providing services to the
client do not have this right. For example, a woman staying in a
domestic violence shelter may choose to tell her family that she is in the
shelter, however the shelter staff may not tell anyone that she is there.
A Victim Advocate cannot even say hello to a client s/he runs into in
the post office. Under no circumstances can a victim services provider
talk to anyone about their clients or cases without the client's permission
(usually in written form). In some cases, a client signs a release of
information when they request services. Such a release of information
allows the program to share information with other programs. Sharing of
information usually takes place on a "need to know basis." A need to
know means just what it says, only people or agencies who must have
the information to carry out their job can get the information.
By accepting services from some programs, the client must agree to
this type of information sharing. Some programs, such as Child
Protective Services will share information with other agencies in a Child
Protection Team (CPT) in order to coordinate services for abused
children and their families. More and more communities are developing
multidisciplinary task forces to deal with problems such as domestic
violence.

The First Report
Crimes come to the attention of law enforcement in two different
ways: the victim reports the crime or someone else reports the crime.
No matter who reports the crime, the first people to respond are sent to
the crime scene by a dispatcher. The dispatcher calls the patrol car over
the radio.
In many reservation communities lots of people own
"scanners" which pick up these radio signals. Any member of the
community who is listening to such a scanner knows when the police are
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responding to a call. After listening to these calls for a time, most people
can identify the codes used by the police. Someone listening to a
scanner would know, for example, when the police are responding to a
home because of a domestic dispute or some similar type of problem.
In small communities, most people know where other community
members live. So by listening to the police channel, anyone can know
who is having a family dispute or where a victim of a sexual assault lives.
There are even stories of law enforcement being unable to find a
residence and community members, who have listened to the call over
the scanner, coming out to tell the police where the suspect is!
In cases of family violence, a victim may be reluctant to call the
police because she does not want family or friends to know she is being
abused. If someone else calls the police, the victim may be additionally
traumatized by realizing that others in the community are aware of what
is happening to her.
It is important for law enforcement agencies in tribal communities to
beware of the problems caused by the wide use of scanners by
community members. They need to realize that victims of some types of
crime may not make reports due to fears that other people will hear the
call. Police departments may want to sponsor community awareness
activities to encourage victims to report crimes. Law enforcement
agencies may work to develop alternative means of talking to patrol
officers which cannot be overheard by the public, especially for child
sexual abuse or rape.
Some studies have suggested that the number one reason women
do not report rape is because they are afraid that their family or friends
will find out. Obviously, a crime such as rape, should never be
discussed over an unsecured radio channel.

Information Sharing
There are many times when it is important for many people to know
what is going on in a case. This is especially true in child abuse cases.
Most tribal communities have a Child Protection Team (see the
monograph on Child Protection Teams in Indian Country for more
information on these teams). Such teams are developed to help
coordinate responses to child abuse. The members of the Child
Protection Team (CPT) are usually representatives of Child Protective
Services, Prosecutor, Law Enforcement, medical providers, mental
health staff, Victim Advocates, and Social Services. Some teams have
fewer members, other teams have more members.
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When there are so many people on a team, it is clear why people
would be concerned that the information discussed during a team
meeting will not be kept secret. All CPTs have confidentiality policies. In
many teams, all members must sign a form agreeing to keep information
discussed confidential at every meeting. Penalties for breaking this
policy range from a written reprimand, to being fired.
Most CPTs have both community members and nonmembers as
Team participants. Some community members may be concerned that
other tribal members will go home and talk about what they heard at the
CPT. Because there are so many relationships, such as clan/band
relationships, in tribal communities, a victim may be concerned that their
relative will learn intimate details about their case. It is easy to
understand why people would have these concerns.
Laws can set up the rules for information sharing. Tribal ordinances
can describe situations in which information can be shared and who is
allowed to share the information. Federal laws, such as Public Law 101630 the Indian Child Protection and Family Violence Prevention Act,
mandate multidisciplinary teams be established. These types of laws
include an understanding that the people on these teams will be sharing
information on child abuse victims and their families. However, laws can
also be used to set out the punishments for violating confidentiality.
Strong confidentiality policies which are always enforced can help
community members feel more secure that no one will reveal information
that is supposed to be confidential.

Laws Protecting Privacy
The South Dakota Coalition Against Domestic Violence and Sexual
Assault has developed a Bill of Rights for Women who have been
Battered or Raped. Among these rights is confidentiality. Expanding on
this right, it is stated, "you have the right to choose what information you
wish to share, whom you wish to share it with and how it will be used."
Programs which receive funding from federal sources must follow
the rules regarding confidentiality. Both the Family Violence Prevention
and Services Act (FVPSA) and the Victims of Crime Act (VOCA) contain
definitions of confidentiality.
Individual victim assistance programs also have their own
confidentiality policies. Each program must decide what types of
information they will keep in a client's files and who will be able to look at
the files or get information from the files. It is important that these
confidentiality policies be written and that everyone in the agency (staff,
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volunteers, members of the Board of Directors, etc.) signs a statement
agreeing to follow the confidentiality policy.
Agencies will sometimes use confidentiality as a reason they cannot
participate in multidisciplinary teams. Agency employees may say that
they cannot participate in team meetings because agency policy
prevents them from talking about cases. In order to make sure that
everyone understands when they can talk about, it is helpful to have a
written policy about what type of information can be shared and when it
can be shared.
Written policies can avoid conflicts and
misunderstandings.

Maintaining Confidentiality in a Small Community
Many reservations are located in small, rural communities where
everyone knows everyone else and it is difficult to keep anything
confidential. Community members recognize which cars belong to
certain tribal programs. So if a representative of a child sexual abuse
project goes for a home visit, their neighbors will know that a child in that
house has been abused.
Also, tribal members recognize each other's cars. Someone driving
by a victim assistance program office can see a person's car in front of
this office and be able to identify who is seeking services. Information
travels quickly through a small community, through the "moccasin
telegraph." One person who notices a neighbor receiving a visit from a
Victim Advocate, can set the telegraph in motion.
These challenges are particularly difficult for domestic violence
shelters or children's advocacy centers. It is easy to identify who is
seeking services from these agencies and it is not possible to move the
agency to another location.
With all of these challenges, the question becomes, is it possible to
maintain confidentiality in a small community? The answer is yes, but it
is difficult. While it is not possible to move a child abuse agency, it is
possible to locate the program in a building which provides a variety of
other resources. One tribal program offers a variety of community
events in the same building where they house their child abuse program.
People coming to this building may be attending a sewing class or
bringing their child to be interviewed because they were abused. It is not
possible to know why a particular person is visiting the building.
It may be possible to use community volunteers to provide
transportation to appointments. If someone is picked up and dropped off
for an appointment, no one will see their car in front of a specific building.
Home visits can be kept more confidential if the victim assistance
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provider can park their car away from the client's home, or the provider
can arrange to meet their client in a neutral location.
It is important that everyone in a community understands what
confidentiality is and why it is important. Staff training is one aspect of
building community understanding. The Youth Law Center (Soler,
Shotten, & Bell, 1993) identified seven essential elements of staff training
on confidentiality:
1) the reasons for protecting the confidentiality of information
about children and families;
2) the specific information the worker's agency requires, and
the reasons the agency needs the information;
3) information the worker's agency will share with other
agencies, and the purposes of that information sharing;
4) the applicable legal provisions, particularly federal and
state statutes and regulations;
5) conveying to staff the importance of fully explaining the
significance of consent to clients, the requirements of
informed consent, and the necessary elements of written
releases;
6) interagency agreements, MOUs, court orders, and other
mechanisms used by the agency to facilitate interagency
information sharing without the consent of clients; and,
7) particular considerations that arise in the context of any
automated management information system utilized by the
agency.
It is difficult to keep information confidential on the reservation.
Community support is vital to keeping information confidential. There
needs to be an on-going public education effort to teach people about
confidentiality. In cases of domestic violence, for example, talking about
where a woman is getting shelter may be life threatening. Community
members can help in the effort to keep information confidential instead of
being part of the problem. Focusing on a community's strengths is often
overlooked.
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